
Operating 
System 

103 



120 



122 



124 



126 



128 



130 



33.67.9.9 



22.158.1.1 



22.158.1.2 



22.158.1.3 



22.158.1.4 



22.128.1.5 



118 

108 

110 
112 

114 
116 



FIG. 1A 



Application 
104 

RAU 
132 



Operating 
System 



103 



Host 
102 



-tt 



120 



122 



-St 



124 



-St 



126 



-St 



128 



-St 



130 



33.67.9.9 



22.158.1.1 



22.158.1.2 



22.158.1.3 



o~ 118 



108 

110 
112 



22.158.1.4 



22.128.1.5 



^ 114 
^ 116 



FIG. 1B 



Application 
204 



Operating 
System 

203 



Host 
202 



220 



-£i 



222 



224 



-si 



226 



228 



230 



-£i 



Firewall 
232 




33.67.9.9 ^218 



22.158.1.1 ^ 208 



22.158.1.2 210 
212 



22.158.1.3 



22.158.1.4 



214 



22.128.1.5 216 



FIG. 2 



Begin 



Packet sent to host 
302 



Packet received at port 
on host 

304 

OS suppressed from 
sending response 
packet 

306 




Yes 

Password, Denavior, pattern, 
sequence authenticated 

310 



upen port for c< 
per 

3' 


Dntigurable time 
iod 

2 






Close port 
314 







C End ) 

FIG. 3 




FIG. 4A 



Start 



Receive 
4 


* request 
12 




r 


Observe pattern 
associated w/request 

414 






Authenticate remote 
address 

416 






Enable acc 
41 


ess to host 
8 



End 



FIG. 4B 




Identify specific port(s) 
to open 

502 



Allow OS to open 
identified port(s) 



504 




Yes 



Establish connection 
510 




Yes 



Close port 




512 






FIG. 5 



602 



Application 
604 



Presentation 
606 



Session 
608 



Transport 
610 



Network 
612 



Data Link 
614 



Physical 
616 




^618 



Application 
620 



Presentation 
622 



Session 
624 



Transport 
626 



Network 
628 



Data Link 
630 



Physical 
632 



FIG. 6 



